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Security Mechanisms - Online Transaction Systems
Cash, checks, credit cards, and debit cards account make up more than 90 percent of all consumer payments in the United States.
· Credit card: Has a spending limit based on a user's credit history

· Debit card: Removes an amount from a cardholder's bank account. Transfers it to the seller's bank account

· Charge card: Carries no spending limit. Amount charged is due at the end of the billing period.
Advantages of payment cards:
· Widespread acceptance

· Usually have built-in security for merchants
Disadvantages:
· Payment card service companies charge merchants per-transaction fees and monthly processing fees
Credit card services are being strictly scrutinized as the number of fraudulent transactions rise. Most card agreements provide protection against fraudulent use and heavy losses. However, it is still necessary to take steps to further secure credit card payments. One efficient method in recent times is to check the personal identification number (PIN) with the card that is known only to the person who owns the card and also includes additional verification numbers on the card.

Security methods by online sellers include verifying the information of card user that which is not written on the card, but is associated with the card such as the address, telephone number and other information of the card owner. Even these barriers of security have been broken by fraudulent users and this has caused a need to improve on the techniques to secure the transactions by inclusion of photo identification or smart chips as part of the cards.
An online payment transaction system would consist of the following steps:
First the payment card is registered with an card issuer by providing them some details like phone number or address of the user, by then the issuer verifies the information and performs the further tasks. Subsequent to the registering the user can choose to select his transactions to be either in single-time authorization mode or a normal authorization mode.

The user makes a payment transaction using his credit card and the information is passed on to the card issuer server. The user is asked for a confirmation such as the PIN and if the PIN is invalid the transaction is cancelled. The criteria for the PIN validity may include use of the PIN within a transaction time limit as described above.
· The user input is received selecting one or more items for purchase, such as at the point of sale device.

· The transaction being made at the point of sale can be any type, that can be a payment transaction, fund transfer or other.

· When a user requests purchase of one or more items, the total purchase amount is calculated.

· If the user has coupons, they can be applied and the amount is updated.

· The user request is then received after the user confirms his transaction and sends his request from the point of sale.

· Payment authorization for the total amount of purchase is passed on to the payment entity.

· The point of sale receives a payment approval notification from the payment entity.

· The payment transaction is completed based on the user's authorization, else the point of sale device terminates the payment transaction.
Phishing Attacks:
· Attacker sends e-mail messages to a large number of recipients

· Message states that an account has been compromised and the matter should be corrected

· Message includes a link

· User enters a login name and password, which the perpetrator captures

· Once inside a victim's account, the perpetrator can access personal information
Phishing Attack Counter Measures:
· Most important step that companies can take today is to educate Web site users

· Many companies contract consulting firms that specialize in anti-phishing work

· Anti-phishing technique

· Monitor online chat rooms used by criminals
References:
· "System for Securing Card Payment Transactions using Mobile Communication Device" -Ryan Rozich, Anthony Richard Hagale

