Best Practice Active Directory Design for Managing Windows Networks 
A structured approach to Active Directory design makes enterprise-scale directory service deployment straightforward and easy to understand. This guide combines business and technical guidance to minimize the time and effort required to implement the Active Directory directory service. 

This guide provides a step-by-step methodology based on best practices learned from customers that have already deployed Active Directory in their organizations. It provides all the tasks and decisions you need to develop an Active Directory design to manage Windows networks. The intended audience for this guide is the IT professional responsible for testing, piloting, and rolling out an Active Directory design. 
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Introduction 
With the Active Directory service of Windows® 2000, organizations can simplify user and resource management while creating a scalable, secure, and manageable infrastructure for deploying additional important and emerging technologies. 

To help shorten planning cycles and ensure successful deployments Microsoft is publishing a series of scenario-based guides that provide prescriptive, task-based, and solution-oriented guidance. 

The Best Practice Active Directory Design for Managing Windows Networks and its companion guide, Best Practice Active Directory Deployment for Managing Windows Networks, are part of this series. These guides provide a structured approach to designing and deploying Active Directory. Without this structured approach, implementing Active Directory in your organization can take longer than expected. 

These guides encapsulate planning and deployment expertise from Microsoft's product team with lessons learned from customers who have already designed and deployed Active Directory in their organizations. 

Active Directory Deployment Scenarios 

Unlike special-purpose directories, Active Directory can play a variety of roles within an organization. These roles range from managing Windows networks to supporting directory-enabled e-commerce applications. However, the way you intend to use Active Directory will affect the way that you make important design and deployment decisions. 

Active Directory for Windows Network Management 

This guide focuses on providing best practice�based guidance for deploying Active Directory for the purpose of managing networks comprised of Windows clients, Windows servers and Windows-compatible applications and devices. This guide will refer to this as the network operating system (NOS) management role. Benefits of deploying Active Directory in a NOS management role include: 

� Centralized management of very large Windows networks (Active Directory is designed to support millions of objects). 

� The ability to eliminate resource domains, including the hardware and administration they entail. 

� Policy-based desktop lockdown and software distribution. 

� The ability to delegate administrative control over resources where appropriate. 

� Simplified location and use of shared resources. 

� For additional information about the business value of deploying Active Directory visit http://www.microsoft.com/windows2000. 

� This guide only covers deploying Active Directory and DNS core services as part of managing a Windows network. Other services that are layered on Active Directory can be added later and do not affect the initial design. For example, Group Policy can simplify management by providing policy-based administration for users, groups, workstations, and servers. Some services that can be layered on Active directory are: 

� Group Policy 

� Exchange 2000 

� Integrated public key infrastructure (PKI) services 

� Domain-based DFS 


Special Considerations for Branch Office Deployments 

Microsoft has identified a number of special considerations for deploying Active Directory in branch office environments. The characteristics of a branch office environment include: 

� A large number of physical locations that need to contain replicas of Active Directory data. 

� A small number of users per location. 

� A hub and spoke network topology where many branch offices rely on connectivity to a centralized hub site for communications to other parts of the organization. 

� Slow network connectivity between the branch office locations and the hub site. 


Because of the ramifications of these requirements, Microsoft has developed additional content focused on deploying Active Directory in branch office environments. The Active Directory Branch Office Planning Guide is available on-line at http://www.microsoft.com/windows2000/techinfo/planning/activedirectory/branchoffice/default.asp. This content is designed to be used together with the Best Practice Active Directory Design for Managing Windows Networks guide as needed. 

Special Considerations for Exchange 2000 Deployments 

This guide will help you to design an Active Directory deployment that could host Exchange 2000. However, the information needed to successfully deploy Exchange 2000 as part of your Active Directory is not presented here. 

For details see Microsoft Exchange 2000 Server Upgrade Series at http://www.microsoft.com/technet/prodtechnol/exchange/exchange2000/deploy/upgrdmigrate/ex2kupgr/default.asp. 
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About this Guide 
This guide was written for IT professionals who are going to participate in an Active Directory planning and deployment project. It provides a best practice approach to designing Active Directory that combines business and technical guidance to minimize the time and effort required to implement Active Directory in your organization. It contains worksheets throughout this document that will assist you in recording your design. 

The Best Practice Approach 

The best practice approach is based on the experience gained by the Active Directory development team from organizations that have successfully implemented Active Directory. This approach shortens planning cycles by: 

� Promoting standard, tested Active Directory designs. 

� Focusing on design choices that are proven to work well in the Windows NOS management role. 

� Clarifying task milestones and the order of tasks with flowcharts and worksheets. 

� Providing scenarios to reinforce design concepts. 


The Scope of this Document 

While the guidelines presented in this document are appropriate for almost all NOS management deployments, they have been tested and validated specifically for environments containing: 

� Less than 100,000 users. 

� Less than 200 physical locations. 

� For deployments beyond these ranges, Microsoft suggests that you consider engaging the services of a consulting firm that has experience with deploying Active Directory in more complex environments. 


How to Use This Guide 

Each phase of the design process, such as creating a forest design, will include its own process flowchart and list of tasks that must be performed. Proceed through your Active Directory design in this order. Note that each step in the process may involve new team members who will be responsible for making decisions. Each member should record his or her design decisions in the worksheets provided. It may also be helpful to cut and paste from this guide into your design document so that new project members can understand previous design decisions. 

You should not proceed with the next step or task until you have completed the worksheets provided and had all responsible individuals approve the design choices. Each worksheet builds on the information and decisions recorded in the previous worksheet. If you plan to use the best practices guide for Active Directory deployment, these worksheets are referred to during the deployment phase. 

Before you proceed with the design, ensure that you have: 

� Set and understand business goals for this Active Directory deployment. 

� Executive-level sponsorship to implement an Active Directory�managed Windows network as designed. 


Active Directory infrastructure deployment can span both technology and business areas. Therefore, your ability to progress on the design will depend on your ability to articulate the value of Active Directory to IT and business decision makers. 

Who Should Read This Guide 

This guide was written for IT professionals who are going to participate in an Active Directory planning and deployment project. This includes architects, project managers, system integrators, and consultants. 

Because Active Directory is best deployed as a corporate-wide infrastructure, the design team will likely involve many people in your organization. This guide will make it clear what types of representatives are needed at various stages of the project. Project teams must gain the buy-in of these representatives for the design decisions that affect their part of the organization. For example, deploying Active Directory in most companies requires integration with an existing DNS infrastructure. The people who manage these systems will be critical to the success of the project. At the same time, it is important to keep teams as small as possible to make decisions easier to reach. 

It is very important to note that deploying Active Directory in a Windows network management role should be driven at the corporate level � not at the departmental level. If you are a departmental administrator and want to deploy Active Directory, you should contact your corporate IT administrator for assistance. Failure to do so may make it difficult to join your departmental deployment to a corporate-level Active Directory deployment in the future. 

Project Roles 

While there will be many individuals involved in a typical Active Directory deployment, it is especially important to staff two roles early on: a project architect and a project manager. In a large organization, several individuals might share these roles. Table 1 summarizes the Active Directory design roles. 

Table 1 Active Directory Design Roles 

Design role Responsibility Description 
Project architect 
Technical design 
Specialist or consultant responsible for technical decision-making and for ensuring that the design fulfills the organization's business goals. 

Project manager 
Process planning 
Acts as the single point of contact to drive progress on the design by involving the appropriate people and garnering consensus. Responsible for all planning and scheduling to support the design. 


Project Architect 

Each forest requires an Active Directory architect to oversee the Active Directory design and migration process. An information technology (IT) architect or IT systems planner who has prior directory management experience would be a likely candidate. Otherwise, consider hiring a consultant who has experience with Active Directory design and deployment. Hiring a consultant brings important experience and perspective to the design team and may be particularly helpful in working through cross-organizational issues. 

The Active Directory architect's responsibilities include: 

� Owning the Active Directory design. 

� Understanding the rationale for key design decisions. 

� Determining if the organization's business goals are being met. 

� Suggesting other solutions that might better reflect business needs, if necessary. 


The final Active Directory design must reflect a combination of business goals and technical decisions. Therefore the project architect will review design decisions, compare them to business goals, and make sure that the two remain in alignment. 

Project Manager 

To promote an effective design process, management should nominate a person, or a small committee, to the role of project manager. The project manager facilitates cooperation across business units as well as with groups that manage technologies such as DNS, networks, and Windows NT. A project manager's responsibilities include: 

� Providing basic project planning, such as scheduling and budgeting. 

� Driving progress on the Active Directory design. 

� Involving the right people during each part of the design process. 

� Serving as single point of contact for the directory project. 

� Garnering consensus among teams. 
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Active Directory Design: Key Concepts 
As you approach your design, it is important to note that you will be designing both a logical model and a physical model. 

Logical Models 

Active Directory allows administrators to organize elements of a network (such as users, computers, devices, and so on) into a hierarchical, tree-like structure based on the concept of containership. The top level Active Directory container is called a forest. Within forests, there are domains. Within domains there are organizational units (OUs). This is called the logical model because it is designed independently from most physical aspects of the deployment, such as the number of replicas required within each domain and network topology. 

To facilitate the management of large numbers of objects, Active Directory also supports the concept of administrative delegation at the container level. Through delegation, owners can transfer authority over objects to other users or groups. Delegation is important because it helps to distribute the management of large numbers of objects across a number of people trusted to perform management of specific groups and types of objects. 

For example, Figure 1 illustrates the distribution of users in a fictitious North America�based organization. In this example, a single Active Directory forest contains all of the users, computers, devices, and other entities within the organization. To support geographically based administration, the organization created five domains (West, Midwest, Northeast, Southeast, and Latin America) as first-level divisions of the forest. To support further delegation, the organization subdivided the West division into OUs, represented by the dashed lines. 

Figure 1: Delegation of administration within an organization 
See full-sized image. 

In this example, the organization has delegated some aspects of administration to the division manager of the West domain. The division manager of the West domain has in turn delegated some aspects of administration to its sub-division managers. In the same fashion, Active Directory supports a hierarchical structure that creates levels of administrative delegation for supporting the directory service and all forest objects. 

As you design your logical model (following the step-by-step procedures later in the guide) you will essentially be deciding where to place forest, domain, and OU boundaries. 

Physical Models 

Once you have designed the logical model, the physical nature of the network will determine what additional tasks you need to perform. These tasks might include deciding where to place replicas of domain and global catalog data. You will also need to describe your network topology at the subnet level to Active Directory so that it can set up an optimized path for inter-local area network (LAN) communications, such as replication traffic. 

You will want to pay particular attention to replication decisions because they impact both network traffic and scope of data visibility. For example, domain controllers do not replicate directory data between forests. Domain controllers hosting the global catalog contain a partial description of every object in the forest, and share this information forest-wide, but only with other domain controllers containing the global catalog. Within each domain, all data updates to objects within the domain replicate automatically to each of the domain's domain controllers, but not to domain controllers in other domains. 

Again, this guide provides step-by-step guidance on all physical model decisions and procedures. 

Additional Reading 

This guide provides only a limited amount of background information on the concepts, technology, and terminology behind Active Directory. If you are not familiar with the Active Directory concepts presented in this guide, you should begin by reading and understanding the information contained in the following. 

� Active Directory Overview, available on-line at: 

http://www.microsoft.com/windows2000/server/evaluation/features/dirlist.asp 

� Active Directory Architecture, available on-line at: 

http://www.microsoft.com/windows 


For further background information, we also recommend: 

� The Active Directory Glossary, available on-line at: 

http://www.microsoft.com/windows2000/techinfo/howitworks/activedirectory/glossary.asp 

� Active Directory Users, Computers, and Groups, is available on-line at: 

http://www.microsoft.com/technet/prodtechnol/windows2000serv/technologies/activedirectory/maintain/adusers.mspx 

� The Directory Services section of the Windows 2000 Technical Library, is available on-line at: 

http://www.microsoft.com/windows2000/technologies/directory/default.asp 

� Chapter 1, "Active Directory Logical Structure" in the Distributed Systems Guide of the Windows 2000 Server Resource Kit 

� Chapter 9, "Designing the Active Directory Structure" in the Deployment Planning Guide of the Windows 2000 Server Resource Kit, is available on-line at: 

(http://www.microsoft.com/technet/prodtechnol/windows2000serv/reskit/deploy/dgbd_ads_heqs.asp) 
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Determining the Number of Forests for Your Organization 
The highest-level container in Active Directory is the forest. As a first step in the design process, the Active Directory architect and project manager must determine how many forests an organization requires. Because it is the simplest model to administer, you should strive for a single forest design for your organization. However, a single forest deployment has several constraints and not every organization can chose this model. 

For example, individuals who currently manage the IT infrastructure for autonomous divisions within the organization may wish to assume the role of forest owner and proceed with their own forest design. However, in other situations, potential forest owners may choose to merge their autonomous divisions into a single forest to reduce the cost of designing and operating their own Active Directory or to facilitate resource sharing. 

Part I will guide you through the issues and tradeoffs of deciding how many forests your deployment will need. 

The Role of Forests in Windows Network Designs 
A forest is a single instance of an Active Directory deployment and by definition is administratively autonomous from any other Active Directory deployment within the organization. In other words, as the highest level of ownership and control, the forest represents a complete Active Directory security and administrative boundary. Within this boundary there are also a number of shared elements. They include: 

� Schema. 

The Active Directory schema contains information about every object class and all the attributes of every object class that can be stored in the forest. For example, every user account is an instantiation of the user class as defined in the schema. The schema description is stored in a portion of the directory database that replicates to every domain controller in the forest. 

� Configuration data. 

An Active Directory deployment is described by a set of configuration objects that contain data defining infrastructure and topology elements such as domains, sites, and site links. The configuration data is also stored in a portion of the directory database that replicates to every domain controller in the forest. 

� Global catalog of searchable directory objects. 

Administrators can designate domain controllers to hold, in addition to replicas of domain data, a partial copy of each object in the forest. The data is kept in a portion of the directory database called the global catalog. The global catalog concept allows fast, efficient object searches that span the entire forest. Every global catalog domain controller in the forest, regardless of the domain to which it belongs, will hold an identical copy of the global catalog. 

� Trust relationships between all domains in the forest. 

Active Directory automatically creates transitive, two-way trust relationships between all domains in a forest. Any member computer can recognize and authorize access to any user or group from any domain in the forest. 


Because forests can contain millions of objects, there are few technical reasons why the majority of organizations cannot deploy a single forest to meet their needs. However, depending on your organization's administrative model, you may need to deploy more than one forest. During the first phase of Active Directory design, the Active Directory architect will determine the number of forests your organization requires to satisfy the business goals of the organization and designate an owner for each new forest. 

Elements of Determining the Number of Forests 

The Active Directory architect and project manager are responsible for completing a forest plan for their organization. The plan should contain a list of forests to be designed for the organization with: 

� Name of each forest owner. 

� Scope of each forest. 


Comparing Service and Data Ownership 
Before you can understand the ownership roles presented in this guide, you should be aware of the differences between service and data ownership. Previous to Active Directory the Windows NT administrative model defined a domain as a group of objects managed by administrators. This guide introduces the concept of split IT administration. Two basic types of administrators exist for Windows 2000, data (or object) administrators and service (or directory) administrators. 

The biggest advantage to the split administrative style is that individual business units do not need to staff and train personnel to support the directory service. Instead, individual business units can concentrate on their core business and only concern themselves with managing the data in the directory. 

To manage the objects in the directory, data administrators must perform similar functions and have similar rights and permissions as your current Windows NT administrators. In Windows 2000, data administrators support the users and computers in the forest by performing functions such as: 

� Adding and removing computers, users, groups, and OUs. 

� Creating Group Policy settings. 


Service administrators do not closely correspond to any distinct administrative role holder in the Windows NT domain model. Service administrators deliver the directory service, administer domains, own the domain controllers, and manage the configuration of the directory. For Windows 2000 Active Directory, service administrators support the forest infrastructure by performing functions such as: 

� Creating or removing domains. 

� Modifying the schema. 

� Installing and removing domain controllers. 

� Managing domain controller configuration. 

� Monitoring domain controller health. 

� Managing the site topology. 


By separating data administration from service administration, an administrator can retain complete autonomy over all user and computers with a division while delegating service administration to another group. This distinction allows larger organizations to gain the benefits of a single central directory while retaining current business practices. 

Throughout the remainder of the document, this guide distinguishes between service owners and data owners. 

Analyzing the Forest Owner Role 
The forest owner is ultimately responsible fore delivering directory services to the Windows network. The forest owner's responsibilities include: 

� Ownership of the schema and configuration containers. 

� Ownership of the data contained in the forest root domain. 


Table 2 lists these and other roles assigned the forest owner and the responsibilities associated with each. The forest owner controls the forest through three security groups: 

� Domain Admins of the forest root domain 

� Enterprise Admins 

� Schema Admins 


Table 2 Roles and Responsibilities of the Forest Owner 

Role Responsibilites 
Service owner for domain controllers in the forest root domain 
Controls domain controller configuration throughout the forest to manage replication issues. 

Administrative owner for data in the forest root domain 
Controls membership of Domains Admins, Enterprise Admins, and Schema Admins security groups in the forest root domain. 

Administrative oversight of all domain data 
Through the Enterprise Admins group, the forest owner can correct errors anywhere in the directory. Although you can block Enterprise Admins administrative access to non-root domains, this is not the best practice. 

Administrative owner of the schema 
Through Schema Admins: 
· Sets policy for schema extensions 
· Sets process for schema extensions 
· Controls who extends the schema 

Administrative (and policy) owner of the configuration 
Through Enterprise Admins: 
· Acts as gatekeeper for new domains in the forest 
· Administrative owner of site topology 


Note: The forest owner should always be a highly trusted individual. Therefore no valid reason exists for blocking the forest owner's access to data in non-root domains. Should a serious error occur in a domain's data, due to malicious or benign actions, the forest owner will need access to the domain to fix the problem. 

Relationship between Service Owner Roles 
Managing the directory and delegating administration of data throughout the forest creates new administrative roles in the best practice model. Figure 2 illustrates the lines of responsibility between IT administrative roles recommended as a best practice. These lines refer to the delegation of directory service responsibility and do not necessarily relate to an organization's reporting structure. For example, the DNS owner provides and configures DNS services as specified by the forest owner and possibly by each domain owner in the forest. 

The forest owner delegates the management of individual domains to a group of domain owners, of site topology to a site topology owner, and of DNS service to a DNS owner. In turn, each domain owner delegates management of each OU to a group of OU owners and the DNS service to the DNS owner. 

Figure 2: Hierarchy of directory service administrative roles for a single forest with four domains 
See full-sized image. 

Table 3 separates the major Active Directory Administrative roles into service ownership and data ownership roles. 

Table 3 Active Directory Service and Data Ownership Roles 

Service owners Data owners 
Forest owner 
Domain owners 
DNS owners 
Site topology owners 
Forest owner (for root domain) 
OU owners 


In a large forest, each owner role may be shared by a group of administrators, each with the necessary administrative authority to perform the requisite duties. In a smaller organization, one individual may perform several roles. 

Note: The forest owner alone determines who becomes a domain owner. Domain owners have administrative control over the domain controllers in the forest and therefore must be highly trusted. 

Best Practice Forest Models 
The best forest design depends upon your organization's IT business practices. The three general forest models recommended for an organization are: 

� Single, global forest model. 

� Subscription model. 

� Multiple forests corresponding to business units. 


SingleForest Model 

In the single forest model an organization chooses to contain and manage all of the directory objects within the organization in a single forest. A single forest is ideal when possible, because it represents the least possible administrative overhead. Figure 3 represents a single forest design for an organization with three divisions. In this Active Directory design, all three divisions become parts of a single forest. 

Figure 3: A single forest design for an organization with three divisions 

SubscriptionForest Design 

In a subscription forest model there are some autonomous, division-level forests but most divisions are consolidated within a larger forest operated by a centralized IT organization. Subscription forests have the advantage of providing rapid deployment for divisions that are early adopters of Active Directory while allowing other business units that are concerned about security or sharing responsibilities to design and manage their own forests. 

Figure 4 represents a subscription forest design for an organization with three business units. In this example, two business units chose to participate in a single forest while a third division created a second forest. 

Figure 4: A hybrid forest model for an organization with three divisions 
See full-sized image. 

Multiple Forest Design 

In a multiple forest model the majority of business units within an organization chose to deploy their own Active Directory forest. The multiple forest model works best for organizations with business units that want to (or need to) retain administrative autonomy. This model also has the highest possible administrative overhead. 

Figure 5 represents a multiple forest design for an organization with three divisions. Each business unit historically and presently manages its own IT infrastructure. As a result, each business unit chose to design and deploy an independent Active Directory forest. 

Figure 5: A multiple forest model resulting in three Active Directory forests 
See full-sized image. 

Forest Design Process 
Figure 6 illustrates the forest design process. During the forest design process, the project manager and Active Directory architect will determine the number of forests to design for your organization. Because it represents the smallest possible management overhead, a single forest is ideal. However, due to several constraints, a single forest may not be possible and the goal becomes minimizing the total number of forests. To determine the number of forests needed: 

1. 
Identify all candidate directory service providers. 

2. 
Assign divisions to a forest based on technical and organizational factors. 


Figure 6: Task flow for determining the number of forests in your organization 
See full-sized image. 

Identifying Candidate Directory Service Providers 

Determine the highest level of IT administrators within your organization that have a mandate to deliver directory services for a Windows network. You may discover you have more than one entity in your organization capable of delivering directory services. 

Your organization might have a centralized IT model with a chief information officer (CIO) who delegates IT administration to divisional administrators as needed. This situation indicates a single candidate directory service provider and therefore a single candidate forest. 

In contrast, your organization might have a decentralized IT model, where division-level IT administrators perform network administration and delegation within their autonomous organizations. Peer CIOs commonly occur in organizations with distributed authority. This situation suggests a multiple candidate directory service providers and therefore multiple candidate forests. 

Your organization may have already deployed Active Directory for a different purpose. Consider any current forest owners as candidate directory service providers. The existing directory may support messaging, Windows network services for limited number of business units, or some other purpose. Whether your existing Active Directory might become the foundation for expanded directory services depends upon its purpose and how it was deployed. 

Assigning Forests 

Determine the minimum number of forests that your organization requires to satisfy its business needs. To assign the correct number of forests to your organization: 

1. 
If you have identified only one candidate directory service provider, then this individual, who will become your forest owner, should proceed to Part II: Creating a Forest Design. 

2. 
If you identified multiple candidate directory service providers, then determine if you can designate one candidate as the forest owner with all other candidates as forest participants. The following section, "Participating in a Single or Subscription Forest, will help you make these decisions. 

3. 
If not all candidate directory service providers can agree on a single forest, determine if a subscription forest will work for most of your candidate directory service providers. 

Note: Set a time by which you, the candidate directory service provider, will make your decision whether to join a forest. If creating a single forest requires that you change your current business practices and it is taking far longer than you had anticipated, you should probably create your own forest. 

4. 
If your attempt to implement a subscription forest failed, then each candidate directory service provider should create a new, separate forest. 

The ramifications of making such a decision are detailed in the following section, "Creating Your Own Forest." 


One candidate directory service provider may lack the interest, budget, or mandate to proceed with the deployment. In this case, this candidate directory service provider can opt out of deploying Active Directory at this time and can revisit deployment at a later date without blocking the remaining candidate directory service providers from proceeding with their designs. 

Participating in a Single or SubscriptionForest 

A forest might already exist or a group within your organization may have offered to manage the directory for other divisions. Candidate directory service providers should become a forest participant if possible. 

Choosing forest ownership or forest participation gives rise to different set of responsibilities for the candidate. The forest participant, as data owner, is responsible for managing the data, whereas the forest owner, as service owner, is responsible for maintaining the directory as a service. For example, the data owner ensures that a user's password is properly set, whereas the service owner ensures that the password replicates to all domain controllers. Table 4 provides a comparison of the responsibilities incurred when owning and participating in a forest. 

Table 4 A Comparison of Owning and Participating in a Forest 

If you own a forest If you participate in a forest 
Control service delivery. 
· Accountable for quality of service. 
· Delegate data management to individual data owners. 
Outsource service delivery. 
· Manage only your data. 


When subscribing to directory services provided by another group, you reduce your administrative costs by: 

� Not initiating your own design process. 

� Not duplicating directory management, such as: 

� Expert planning teams for directory deployment and operations. 

� Domain controller hardware management. 

� Directory structure management. 


� Not isolating your users from users, resources, and services in other forests. 


A shared forest works in many situations and greatly simplifies Active Directory management. Sharing a single, consistent configuration across all domains in the forest has specific advantages that include the following: 

� Schema changes only need to be applied once to affect all domains. 

� Configuration changes only need to be applied once to affect all domains. 

� Single common global catalog for all users. 

� Automatic trusts between all domains. 


Your current business practices determine the value and feasibility of sharing a forest. 

Some candidate directory service providers may opt to remove themselves from a shared forest design because they have distinct security requirements or have network and administrative constraints that are not addressed in the shared forest. Table 5 summarizes the characteristics present in most shared forests. 

Table 5 Characteristics of a Shared Forest 

Factor Shared forest characteristics 
Required 


Security 
· You can trust the forest owner and all domain owners in the forest. 
· All domain controllers will be in secure locations or you can accept the risks involved in having domain controllers in unsecure locations. 

Administration 
· You can abide by common schema and configuration policies set out by the forest owner. 

Name resolution 
· DNS service can resolve names throughout the forest. 

Recommended 


Networking 
· No firewalls separating domain controllers. 
· No Network Address Translation (NAT) devices separating domain controllers. 

Inter-organizational collaboration 
· Domain trusts between organizations exist today. 
· Wide range of resources is currently shared among divisions. 

IT organization 
· Common IT infrastructure group. 
· If directory service management is outsourced, it is outsourced to a single provider only. 


Important: Every domain controller in the forest contains a writable copy of the schema and configuration containers. If an individual can install software on or gain physical access to a domain controller the individual may be able to circumvent security features built into Windows 2000 and make changes to these containers. This represents a security risk to the forest. Best practice guidelines recommend that: 

� All administrators such as domain administrators, who can install software on a domain controller, should be highly trusted. 

� Domain controllers be kept in secure locations. 


Lacking any of the required characteristics prohibits forest sharing. A potential forest participant can deviate from the recommended characteristics and still share a forest. However, if a potential forest participant lacks too many of these characteristics, then forest participation becomes technically difficult and less beneficial. Deviating from the recommended characteristics in Table 5 is not a best practice. If your design deviates, you should seek expert assistance for your design and deployment. 

If you choose to join a forest, verify that the forest has a clear ownership. Sharing the ownership of a forest with another IT group or splitting the management across multiple outsourcers might present organizational challenges that you may wish to avoid. 

Creating Your Own Forest 

Although sharing a forest has a number of benefits, these benefits are proportional to the level of cooperation and collaboration between its divisions. You probably should not plan a single forest for your organization if: 

� You require autonomy. 

You must have full control over service delivery or you cannot accept the terms offered by another forest owner. 

� You do not collaborate with other divisions as a rule. 

If collaboration occurs, try to determine the nature of the collaboration. Collaboration can mean exchanging emails or something closer, such as accessing each other's intranet, accessing shares, and sharing applications. If divisions collaborate closely, then they should reside in the same forest. 

If collaboration is the exception rather than the rule, you can configure trusts on a case-by-case basis with domains in other forests. For example, you may currently restrict the level of collaboration between divisions with firewalls. 

� Your previous infrastructure deployments have failed due to the diverse cultures or missions within your greater organization. 


When putting together your forest design remember that administrative autonomy has a cost associated with it. The trade-off between autonomy and management efficiency should be carefully considered. 

Note: Divestitures can create uncertainty about how to proceed with forest planning. Should you include the division that you plan to spin off in your forest or put the division in its own forest? The recommendation is that you create a separate forest for a division if you are absolutely sure that you are spinning off that division. Otherwise, include the division. Migrating the division to a new forest should the divestiture succeed requires the same level of effort as merging the division into the forest should the divestiture fail. 

Implications of Interforest Collaboration 

Because each forest is administered separately, adding additional forests to your design increases your organization's management overhead. When debating whether to create your own forest, weigh the ramifications listed in Table 6 against any benefits. If your division rarely collaborates with other business units, these factors may be relatively unimportant to you in making your decision. 

Table 6 Implications of Interforest Collaboration 

Change in functionality Ramification 
No automatic transitive trusts 
To access resources in another forest, you must establish explicit trusts between the two domains involved. 

No Kerberos authentication 
Authentication between forests lacks delegation of authentication and mutual authentication. 

No single global catalog of objects 
In order to create a single view across multiple forests, you will need to set up directory synchronization software, such as Microsoft Metadirectory Services.Having multiple global catalogs may impact certain applications such as Exchange 2000. 

Cannot log on with email-style user principal name (UPN) 
If the machine account and user account are in different forests, must use old-style names to identify users. 


Delegating the Next Steps to the Forest Owners 
At this point in the design process, a list of forests and forest owners has been identified. Each forest owner can now proceed independently with the next phase in the design process "Part II: Creating the Forest Design." Each forest owner should proceed by designating a project manager and an Active Directory architect to oversee the forest design phase. 

Figure 7 illustrates the tasks required to create a forest design. Each forest owner designated for the organization creates a separate Active Directory design. 

Figure 7: Task flow performed by each forest owner to design the forest 
See full-sized image. 
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Creating a Domain Design 
At this point in the Active Directory design process, a forest owner has been identified and is ready to proceed with the design. As the next step in the design process you will design the forest root domain and identify all the child domains of this forest root. 

The Role of Domains in Windows Network Designs 
A domain is a single partition of the Active Directory forest. Organizations partition the Active Directory forests into multiple domains to avoid replicating data to places where it is not needed. This allows the directory to scale globally over a network with limited available bandwidth. 

For Active Directory, the domain continues to function as the administrative boundary for managing objects, such as users, groups, and computers. In addition, the domain supports a number of core functions related to administration. In the context of a network operating system, a domain's important functions include: 

� Authentication. 

Each domain contains security principal objects, such as users, groups, and computers that can be granted or denied access to resources on the network. A user can only be authenticated by a domain controller in the domain that hosts the user's account. 

� Policy-based Administration. 

Active Directory addresses the problem of standardizing the management of potentially hundreds of thousands of objects in a domain with policy-based administration. For example, you can use Group Policy to standardize user and computer configurations. Group Policy can be created and applied as part of a Windows 2000 migration or at any time after deploying Active Directory. 

� Security policies for user accounts. 

A small set of security policies that apply to unique domain user accounts can only be set on a per-domain basis. These include: 

� Password policy 

� Account lockout policy 

� Kerberos ticket policy 


� Serving as a directory for publishing shared resources. 

Active Directory provides a place for services to publish connection information about shared resources. For example, printer resources might be published in a domain to facilitate searches by users. 


Contrasting Windows NT and Active Directory Domains 

A typical organization running Windows NT has multiple domains. These domains exist to accommodate different business practices, geographical divisions, and Windows NT limitations. Three Windows NT product limitations have resulted in a large number of domains: 

� Limited accounts database size. 

� Reliance on the primary domain controller (PDC) alone for database updates. 

� Inability to delegate administration within a domain. 


To avoid these limitations, larger organizations typically deployed Windows NT as several master user domains (MUDs) for accounts and a large number of resource domains (RDs). Administrators within these domains created trusts to link users and resources throughout the organization. Figure 8 shows a typical organization's Windows NT master domain model structure. 

Figure 8: Windows NT master domain model with typical trust relationships 
See full-sized image. 

Windows 2000 Active Directory has none of these limitations. As a result, many domains created in Windows NT can be consolidated into a few Active Directory domains. 

Elements of a Domain Design 

The forest owner is responsible for completing a domain design for their organization. The design should contain the following: 

� Name of the forest root domain. 

� List of all domains with: 

� Name of the domain. 

� Scope of the domain. 

� Number of users in the domain. 


� A list of existing Windows NT domains slated for upgrade or consolidation. 


The Domain Owner Role 
The domain owner provides directory service administration at the domain level. The domain owner controls the domain through the Domain Admins security group and other built-in security groups. Table 7 summarizes the domain owner's responsibilities and assigned tasks. 

Table 7 Domain Owner's Roles and Responsibilities 

Area of responsibility Associated tasks 
Managing domain controller operations 
· Creating and removing domain controllers. 
· Domain controller health monitoring. 
· Managing services running on domain controllers. 
· Backing up and restoring. 

Configuring domain-wide settings 
· Creating domain and domain user account policies such as password, Kerberos, and account lockout. 

Delegating data-level administration 
· Creating OUs and delegating administration. 
· Repairing problems in the OU structure that OU owners do not have sufficient access rights to fix. 

Managing External trusts 
· Creating trust links with domains outside of the forest. 


Caution: The level of trust required of domain owners demands that these individuals be carefully screened. In turn, the domain owner should tightly control the membership of all built-in and well-known administrative users and groups. 

Best Practice Domain Design 
The best practice domain design will vary with the number of users in your forest and the bandwidth available on your network to support domain controller replication. A best practice domain design includes: 

� A dedicated root domain managed by the forest owner. 

� A single domain or multiple geographically based domains as children of the root domain managed by domain owners designated by the forest owner. 

� All domains are in native mode. 


Note: During a domain's in-place upgrade from Windows NT to Windows 2000, some domain controllers will still be running Windows NT. To accommodate both Windows 2000 and Windows NT domain controllers on the same Windows network, Active Directory can function in mixed mode. In mixed mode certain features of Active Directory are disabled to allow interoperability with Windows NT backup domain controllers (BDCs). When all BDCs have been removed from the domain, then the domain can be switched to native mode, enabling the following Windows 2000 features: 

� Universal groups 

� Group nesting 

� Domain local groups 

� SID History 


Of these features, domain local groups and SID History are necessary to support user and computer migrations from Windows NT domains. 

To reap the maximum benefits from Active Directory, try to minimize the number of domains in the finished forest. For most organizations an ideal design is a forest root domain and one global domain. 

The components of a best practice domain design are discussed in the following section. 

Dedicated Forest Root Domain 

The first domain created in a forest is automatically assigned the role of forest root domain. All other domains build upon the forest root domain to define the directory hierarchy. The forest root hosts the two special administrative groups tasked with supporting the Active Directory infrastructure: the Enterprise Admins and the Schema Admins. 

The best practices approach to domain design dictates that the forest root domain be dedicated exclusively to administering the forest infrastructure. A dedicated forest root is recommended for the reasons explained in Table 8. 

Table 8 Reasons for Including a Dedicated Forest Root in Your Design 

Reason Explanation 
Fewer administrators can make forest-wide changes 
Limiting the forest root domain administrative membership reduces the likelihood that an administrative error will impact the entire forest. 

Easily replicated for forest backup 
A small root domain can be easily replicated anywhere on your network to provide protection against geographically centered catastrophes. 

Never becomes obsolete 
You can never retire the root domain, even if your organization changes. A dedicated root domain never becomes obsolete because it functions solely as the forest root. 

Ownership easily transferred 
Transferring ownership of the root domain to transfer forest ownership does not involve migrating production data or resources. 


The role of the forest root domain centers on defining and managing the infrastructure. Managing the directory infrastructure requires new administrative roles and responsibilities. Plan to reserve the dedicated root domain for forest administration exclusively. Avoid including any users or resources not dedicated to forest administration in the forest root domain. 

Single, Global Child Domain 

A single global child domain of the forest root domain has all users, computers, and group accounts in a single child domain, except those of directory administrators residing in the forest root. Figure 9 illustrates a forest with a single global child domain. 

Figure 9: Forest with a root domain and a single global child domain 

Geographically Based Domains 

All object data corresponding to a domain is fully replicated to all domain controllers within the domain. For this reason, forests containing a large number of users distributed among widely-spaced locations with poor wide-area network (WAN) connections may require a geographically based set of child domains. If your organization cannot support a single, global child domain design, then geographically based domains are a best practice because they: 

� Map well to network WAN connectivity. 

� Map well to the global IT management groups in the typical organization. 

� Are based on a stable structure. 


Note: In some organizations divisions developed as autonomous units that currently provide their own IT infrastructure and do not coordinate services with any other divisions. 

A forest owner, who is ultimately responsible for delivering services to the forest, is generally not willing to delegate responsibility for directory services to an IT administrator from an autonomous division. Furthermore, security considerations demand that all domain owners in a shared forest trust one another. The IT administrator from an autonomous division probably wants an independent domain to achieve some level of autonomy. Maintaining this level of autonomy can only be accomplished by creating a separate forest. For these reasons, organizationally based domains are not a best practice. 

Figure 10 illustrates a forest containing geographically based child domains. 

Figure 10: Forest with a dedicated forest root and three child domains 

Domain Design Process 
During the domain design phase, you will evaluate the existing IT environment and current administrative design to determine how best to combine current Windows NT domains into a minimum number of Active Directory domains. Deliverables include specifying: 

1. 
The number of Active Directory domains in the design. 

2. 
The scope of each new Active Directory domain. 

3. 
A name for each domain. 

4. 
Whether each Active Directory domain is created or upgraded from Windows NT. 


The domain design process, which should help you to achieve one of the best practice domain models, includes the following steps: 

1. 
Design the dedicated forest root domain. 

2. 
Select a single global or regional domain model. 

3. 
If a single, global domain is insufficient, divide the global organization into regional domains. 

4. 
For each domain, specify whether you will upgrade an existing Windows NT domain or create a new domain. 

5. 
Map all remaining domains to one of the regional domains for consolidation. 


Figure 11 illustrates the tasks involved in completing the domain design. 

Figure 11: Tasks performed for the domain design process 
See full-sized image. 

Designing the Forest Root Domain 

To design the forest root domain you need to assign it a domain name. Active Directory domains have two types of names: 

� Domain Name System (DNS) names used by Windows 2000 clients. 

� NetBIOS names used by clients running earlier versions of Windows. 


The forest root domain name is also the name of the forest. To name the forest root domain: 

1. 
Identify your organization's DNS owner and determine what registered DNS names you have available on the network that will host Active Directory. 

Keep in mind that the names available on this network may be distinct from the names that your company exposes on the Internet. For example, the name your organization uses on the Internet might be contosopharma.com and the name used on your internal corporate network might be contoso.com. In this case the name that you select is contoso.com 

If you do not have a registered domain name, you should register a name with an Internet DNS registration authority. 

Note: As a best practice use DNS names registered with an Internet authority in the Active Directory namespace. Only registered names are guaranteed to be globally unique. If another organization later registers the same DNS domain name, or if your organization merges with, acquires, or is acquired by other company that uses the same DNS names then the two infrastructures can never interact with one another. 

Add a prefix that is not currently in use to the registered DNS name to create a new subordinate name. For example, if your DNS root name were contoso.com then you should create an Active Directory forest root domain name such as concorp.contoso.com, where the namespace concorp.contoso.com is not already in use on the network. This new branch of the namespace will be dedicated to Active Directory and Windows 2000 and can easily be integrated with the existing DNS implementation. The rules for selecting a prefix are listed in Table 9. 

Table 9 Rules for Creating a Prefix for an Active Directory Name 

Prefix rule Explanation 
� Not likely to become outdated 

� Domains cannot be renamed, so avoid names such as a business line or operating system that could become obsolete. Geographical names are recommended. 


� Internet standard characters only 

� A-Z, a-z, 0-9, and (-), but not entirely numeric. 


� 15 characters or less 

� If you choose a prefix length of 15 characters or less, then the NetBIOS name used by down-level clients remains the same as the prefix. 



2. 
Arrange with the DNS owner to delegate ownership of that name to you. 

The DNS design section of this document discusses DNS names and DNS deployment planning in greater detail. 


Selecting the Single Global or Regional Domain Model 

Determine if your design will be a single, global domain or multiple, geographically based model. A single, global domain model is preferred for the following reasons: 

� Users never need to be moved between domains. 

� Duplicate Group Policy settings that span domains are not necessary. 

� Any domain controller can process authentication for any user. 


For some large organizations, the slowest network link connecting a domain controller may not be capable of handling the replication traffic of a single, global domain. In such a case, select the regional domain model. Refer to Table 10 to determine the maximum number of users that a single, global domain can accommodate. Consider growth in your organization when using these guidelines. 

Table 10 Replication Sizing Guidelines for a Single, Global Domain 

Slowest link connecting a domain controller (kbps) Create a single, global domain no larger than (users) 
9.6 
20,000 

14.4 
30,000 

19.2 
40,000 

28.8 
50,000 

38.4 
75,000 

56.0 (and higher) 
100,000 


Note: These estimates are for forests with up to 100,000 users. Larger forests are possible but not covered under these best practice guidelines. These values provide conservative estimates. Assumptions are: 

� 10% of the minimum bandwidth is available to handle replication. 

� All domain controllers (DCs) are global catalogs 

� Incoming new user rate is 20% per year 

� Outgoing user rate is 15% per year 

� Group membership changes are a dominant factor in replication payload. 

� 1:1 ratio of users to computers 

� Directory service�integrated DNS is in use. 

� DNS scavenging is in use 


Use this list only as an approximation. Confirm that your network can handle your replication traffic by performing lab testing before implementing your domain plan. For additional information about domain sizing see Building Enterprise Active Directory Services: Notes From the Field by Microsoft Consulting Services, 2000, Redmond: Microsoft Press. 

If you have already deployed multiple Windows NT domains, you will migrate those domains into the new global Active Directory domain. However, if you have already consolidated your Windows NT MUDs into less than ten geographically based domains, and then you may wish to upgrade those domains in-place rather than migrating your users to a single, global domain. Moving accounts between domains can impact end users. Before making your decision, evaluate the long-term administrative benefits of a single, global domain against the cost of migrating those users. This tradeoff is described in the next section, "Dividing the Global Organization into Regional Domains." 

Dividing the Global Organization into Regional Domains 

If size constraints require that you create regional domains for your forest, then you must: 

1. 
Divide your organization into regions based on a regional feature that makes sense to your organization, such as: 

� Continent 

� Network connectivity 

� Administrative region 


An Active Directory domain will be created for each region. Your goal is to minimize the number of domains that you create. As a best practice, plan for no more than ten domains. When you consider adding domains in your forest design, remember that increasing the number of domains is a tradeoff between optimizing your replication bandwidth and minimizing your administrative costs. Table 11 lists these costs. 

Table 11 Management Effort Associated With Adding Domains to a Forest 

Effort involved Implications 
� Management of multiple Domain Admins groups 

� Because domain administrators have full control over a domain, the membership of the domain administrators group for a domain must be carefully controlled. Each added domain in a forest incurs this management overhead. 


� Additional domain controller hardware 

� A domain controller can host only a single domain. Each new domain that you create will require at least two computers to meet reliability and availability requirements. Because all domain controllers can accept and originate changes, you must physically guard them. 


� Trusts 

� For a user in one domain to access a resource in a different domain, domain controllers in both domains must be contacted. This communication represents an added possible point of failure. The fewer domains, the less your users will rely on communications with multiple domain controllers to maintain service. 


� Group Policy and access control management that is common to multiple domains 

� Group Policy and access control applied within a domain do not flow automatically into other domains. If you have Group Policy settings or delegated administration through access control that is uniform across many domains, they must be applied separately to each domain. 


� Increased likelihood of having to move objects between domains 

� The ease of restructuring within a domain favors a minimum number of large, stable domains in your domain design. As you add domains to the design, the likelihood increases that you will need to move an object, such as a user, or a group of objects from one domain to another. Moving a user within a domain is trivial. Moving a user between domains can impact the user. 



2. 
For each region, use Table 12 to determine if the region meets the sizing guidelines then: 

1. 
Find the slowest network link connecting domain controllers, including links that connect this region with other regions. 

2. 
Finding the row on the chart corresponding to the slowest link (rounding down). 

3. 
If the number of users in the region exceeds the guideline, split the region into smaller regions 


Consider growth in your organization when using these guidelines. 

Table 12 Replication Sizing Guidelines for Regional Domains 

Minimum bandwidth (kbps) Create a forest no larger than (users) Create a regional domain no larger than (users) 
� 9.6 

� 25,000 

� 15,000 


� 14.4 

� 50,000 

� 15,000 


� 19.2 

� 50,000 

� 25,000 


� 28.8 

� 75,000 

� 40,000 


� 38.4 

� 100,000 

� 45,000 


� 56.0 (and higher) 

� 100,000 

� 100,000 



3. 
Note: These estimates are for forests with up to 100,000 users. Larger forests are possible but are not covered under theses best practice guidelines. These values provide conservative estimates. Assumptions are: 

� 10% of the minimum bandwidth is available to handle replication. 

� All DCs are global catalogs 

� Incoming new user rate is 20% per year 

� Outgoing user rate is 15% per year 

� Group membership changes are a dominant factor in replication payload. 

� 1:1 ratio of users to computers 

� Directory services�integrated DNS is in use. 

� DNS scavenging is in use 

Use this chart only as an approximation. Confirm that your network can handle your replication traffic by performing lab testing before implementing your domain plan. For additional information about domain sizing see: Building Enterprise Active Directory Services: Notes From the Field by Microsoft Consulting Services, 2000, Redmond: Microsoft Press. 


4. 
If you have a domain with more than 50,000 users, specify a dedicated PDC. 

You will configure the dedicated PDC to handle PDC operations only. Best Practices Active Directory Deployment for Managing Windows Networks discusses configuring a dedicated PDC in further detail. 


Figure 12 illustrates a regional domain design. In this example, there are a total of 60,000 users in the forest. With a minimum bandwidth of 32 kbps, these guidelines recommend no more than 50,000 users in one domain. This organization would like to implement a three-domain design reflecting geographic divisions. This design would create 40,000, 15,000, and 5,000 user domains, all of which fall within the domain replication guidelines.

