An enormous task

QUESTION A

DESPERATE NEED FOR IDENTITY MANAGEMENT AND A DEDICATED SOLUTION
Monitoring information for all the 45,000 employees is an enormous task. All the staff need to access internal data for which permissions has to be delivered. Problems such as staff leaving, joining, moving to other new posts always seemed to be potential because they again need access to other systems.

Staff can only have access to the sensitive data that they are allowed to view. Accesses to systems are controlled by different departments, so they need different user names and passwords and it proved to be a serious issue. To manage all these, it proved to be costly, inefficient and time consuming. [1]
PROBLEMS WITH MATCHING REAL IDENTITY TO DIGITAL IDENTITY
Some of the problems with respect to technology
Digital signature:
An electronic document can be modified by a third party user
Fingerprint: Cold, oily finger, high or low humidity, angle and pressure of placement and cuts & bruises on fingers.
Facial Recognition: Change in facial hair, hairstyle, and movement in still image &video, quality of capture device.
Iris-Scan: Wearing glasses, coloured contact lenses.
DIFFICULTY TO MANAGE DIGITAL IDENTITY
For example "Identity Theft"

Assume a persons wallet being stolen by another person. It might have drivers license, credit cards etc in it. He can now use the information on these cards to apply for loans, change address to divert mails, steal credit card offers etc. MPS desperately has to define standards for identification, authentication and identity protection.
SIEMENS LEADING LDAP/X.500 DIRECTORY SERVER -DIRX

THE ADVANTAGES AFTER INTRODUCING IT:
· Synchronising data held in various databases like Human Resources, Contractors and Microsoft Active Directory and including elements to Identity Management Suite

· 'Global Identity', which helps joiners, removes permissions for leavers and modifies access levels.

· Account management and updates to target system would be easy.
DIGITAL IDENTITY

ACTIVIDENTITY SECURE LOGIN
It is an advantageous management solution which delivers fast and easy access to the resources by a single secure login. Once the user is authenticated to the network, it streamlines and automates their resources and applications. Therefore it renders strong proof of identity for authorized users by allowing multifactor log-in. [2]
QUESTION B

THE ROLE OF BIOMETRICS
Biometrics is an automated classification of physiological, biological and behavioural characteristics. It measures the behavioural and biological properties and matches with the biometric reference data, with the identity of the user determined. If in case the MPS uses non biometric techniques having user id and passwords, then there are chances that they might forget it. The best possible solution is to apply biometric techniques like fingerprint recognition and face recognition which considers physical aspects of a person. [3]
THE PURPOSE OF BIOMETRIC AUTHENTICATION IS TO DEFINE:
· Universality

· Distinctiveness

· Permanence

· Collect ability

· Performance

· Acceptability

· Circumvention
APPLICATION
Applied in the areas of secure identification and personal verification solutions.[4]
TWO BIOMETRICS TECHNIQUES
1. Fingerprint Identification

2. Face Recognition
1).FINGERPRINT IDENTIFICATION
It matches the characteristics of a fingerprint on file to the one on the system's database. It depends on the number of points matched, known as reliability. The fingerprint reader reads the persons surface layer to the live sub-dermal layer. It is that place where the original fingerprint inhibits. It then bounces the electromagnetic waves from the live tissues and blood flow beneath the person's skin. Now these reflections gives a replica of the fingerprint, which are compared to the one recorded earlier. [6]
WORKING PATTERN

ADVANTAGES OF FINGERPRINT READER
· Inexpensive and very convenient

· Very high optical quality

· USB interface

· Wet and dry finger tolerant

· Low finger pressure required

· Very small form factor
DISADVANTAGE
If suppose the technology just reads the surface without using electromagnetic, it can be overwhelmed.
2).FACE RECOGNITION
It is based on computer programs to extract images of human faces for the aim of identifying them. It works by taking images and measuring characteristics such as distance between eyes, length of nose and angle of jaw.
· Creates a file called template

· Now using this file compares image with another image already stored in the database

· Produces a score that shows the similarity of the images.
USES OF FACE RECOGNITION
Access control

ID Verification
ADVANTAGES
· Accurate

· Cost effective

· Familiar

· Non-invasive and contact free

· Uses legacy data

· Does not require user participation

· Integrates with existing surveillance systems
DISADVANTAGES
· Inherent operator limitations

· Operator overload

· Operator reliability

· Technical difficulties with finding and identifying faces
EVALUATING BIO METRICS

QUESTION C

DIFFERENCES BETWEEN BIOLOGICAL IDENTITY AND MULTIPLE DIGITAL IDENTITIES
The main differences lie in the physical aspects. Biometric techniques such as Finger print reader face recognition, iris scan and hand geometry needs the physical presence of the human being. Digital identity need not have the physical presence. Multiple digital identities are related to authentication and authorisation, for example, smart cards.

Digital Identity defines user's data with its cryptographic keys and certificates.
BIOLOGICAL IDENTITY THEFT AND DIGITAL IDENTITY THEFT
Biological ID theft is planting and producing manipulated DNA at the crime scenes to take off the suspicion of real criminal. Examples: taking a fingerprint impression left on the glass, spitting in a place can result to someone collecting it, for it contains saliva helpful in manipulating DNA.

Digital ID theft is hijacking electronic ID's and passwords. These stolen identities can be used in emails, site registration and e-commerce.
COMBINING BIOMETRIC WITH NON BIO METRIC TECHNIQUES
A police officer who works in the crime unit has to undergo authentication to have access to his data. He not only uses biometric techniques, but also other techniques like door locks and smart card payment systems.

To gain access to the data he may have to undergo a biometric technique like giving fingerprint. He may again have to authenticate using ID and passwords related to him. Managing crime unit and normal police are their regular duties. A lot of risks are involved while doing normal duties such as leakage of confidential data. As a result, they need to provide strong authentication which should be monitored regularly. We need to implement new technology to over come this problem. Here is a possible approach.
SMART CARD READER WITH INTEGRATED FINGERPRINT SCANNER
MPS staff whenever on other normal duties like patrolling, crime scene investigation, have to authenticate themselves. He can use his smart card first by providing his password to the smart card reader. Now with integrated fingerprint scanner he can provide his fingerprint impression as well. This is considered to be very efficient.
Fingerprint technology:
One of the most efficient bio metric technique which can be used by everyone easily. If this technique uses a password and a card system, greater security can be promised.
It Uses
· Door locks (access control)

· Computer workstations

· Time clocks

· Payment systems
SMART CARD ENROLLMENT
Smart cards are plastic cards made with and integrated circuit which can store and process data. There are a wide range of options like bar codes, optical strips, holograms etc on the card body.
Steps involved
· A valid Certificate Authority (CA) has to sign a appropriate certificate

· The smart card should be inserted into the smart card reader (workstation).

· User gives his details on the enrolment page and then gets connected to Token Processing System (TPS) and CA

· Now this TPS validates the smart card using the CA signed certificate
INCREASING VALIDITY
When two methods of security are piled up,the validity increases.
· A card and a fingerprint

· Pin number and a fingerprint
Question D

Public Key Infrastructure PKI
The primary aim of PKI is to confirm authentication for a cryptographic public key while a user is on it. PKI is a mixture of software, services and encryption technologies to enable secure communication.
PUBLIC KEY CRYPTOGRAPHY
This cryptography converts plaintext into cipher text and vice versa with the help of mathematical algorithms and some other process.

PKI defines technical and security requirements such as:
· Confidentiality

· Integrity

· Authenticity

· Non repudiation
Certificates Validating Public Keys
A certificate is nothing but digital formatted file given to a person, application or an organisation. A Certificate authority (CA) using private key digitally signs in. The CA's public key will guarantee the integrity of the certificates contents.
PKI COMPONENTS AND FUNCTIONS
· Certificate Authority

· Repository

· Management function
We need not opt for a proxy server since it is not web based. One server particularly not enough. If properly installed and configured, PKI is unbreakable for a long key
Problems with Security Applications
· Many protocols should be supportive

· Quite complex with bugs and low security
Problems for user
· Construction of the trust path is slow

· Expensive and larger applications
CERTIFICATION PATH PROCESSING
Organisations such as VeriSign, maintain hierarchical certification path processing. Here is a outline of the architecture-
1. One 'root' at the top level.

2. Root certifies PCAs, while issuing, revoking and suspending certificates within the hierarchy.

3. CAs gets certified by PCAs.

4. CAs authorise other CAs.
LRAs at the bottom evaluate certificate applications for the root which issues certificates.
PKI FUNCTIONS

Advantages of PKI
· Multitude of protocols need not be supported.

· Complex tasks are delegated to the server

· All responses will be authenticated

· Reply attacks are detectable

· Companies and developers will be benefited
It is not safe to put the key on the server even if there is high security. The key of services is managed by the client-server
RSA ALGORITHM
Named after its developers Rivest, Shamir and Aldeman in 1978 at MIT, the RSA is a very powerful algorithm (public key) that prevents intrusion. Other algorithms cant prevent fraud by either sender or receiver. RSA promises encryption and authentication.

The user uses both public and private keys. There is no difference between the working of these two keys.

The algorithm is generated mathematically by combining mathematically.
HOW IT WORKS

KEY GENERATION
1. Generate two primes p and q of equal size and product n=pq. Length=1024 bits.

2. Calculate n=pq and (f) phi = (p-1) (q-1).

3. Select some integer e, 1< e < phi, gcd (e, phi) =1.

4. Calculate the secret exponent d, 1< d < phi, for ed=1 (mod phi).

5. Keeping p, q and phi secret, public key is (n, e) and private is (n, d)
CRACKING RSA
It is a difficult factoring a large number (200 decimal digits). So there is no efficient way to crack this.
DISADVANTAGES OF RSA
· Small encryption exponent

· Signing and encryption uses same key

· Acts as an oracle
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