A temporary office

1. Introduction
The Myertor needs to setup a temporary office at the client side SteelTec. There are several services that are to be provided between the client and the Myertor network. The list of services provided for data access between the client and the server are NFS, DNS, SMTP, IMAP, VoIP and HTTP. All these services are to be utilized effectively for the better performance of the network. The way the services are being utilized and the security risks associated with the service are discussed below
2. Network File Sharing
It is a protocol which is used to access the files in a network similar to accessing the files from a local storage. This protocol operates at the transport layer of the OSI model. There are different types of files used in the given network by different engineers and designers such as CAD.
2.1 Implementation and Evaluation for given network
The CAD workstations in the given network typically require frequent loading and saving of 100-200 MB files. The network file sharing is being established as
· The user system contains different CAD files these files are shared in the network with the help of the NFS system.

· The files are shared by the data switch which is gigabit Ethernet capable and it has the maximum speed of 12 Gb/s.

· The Client (SteelTec) can access the data from the local workstations with the help of the internal border router and bypassing the firewall F3 present in between the internal border router and data switch.

· The data can be stored in the Generic Server which is present in between the firewall F1 and firewall F2 which can handle up to 2TB of storage
2.2 Strengths
There are different advantages using the NFS protocol in a network are
· The data can be transferred between the workstations very easily with the help of a 12 Gb/s Data Switch.

· It is also used to share files with the printer. The data which is very huge can be kept in the server so that data can be accessed very easily by the printer.

· With the help of NFS the user can be able to logon to the server and can transparently access the files present in the server.

· The administrative tasks can also be reduced in terms of back-ups
2.3 Weakness
This are certain weaknesses present in the NFS system implemented in the present network they are
· The data requested by the different engineers and designers of the same CAD application can reside in different isolated locations.

· There are several anomalies that can happen when different users try to access the same file concurrently.

· There is no standardized control over the structure and organisation of files.

· The version of the NFS should be latest for the given network because the older versions of the NFS such as NFSv2 cannot handle large amount of files.
3. Domain Name Service
It is an internet service that translates the domain names into their corresponding IP address. The DNS system is provided to the workstations by the internal border router present before the firewall 3. The Internal Border router provides a DNS proxy for the client network.
3.1 Implementation and Evaluation for given Network
The Internal Border Router is being used to provide the DNS proxy for the client's network. The DNS operates at the application layer of the Internet Protocol Suite. DNS is mainly used in the network as
· There are several hosts present in the network and these hosts are represented by the domain names. The domain names are being resolved with the help of DNS.

· The Domain Name Service is also used to store other types of information related to the given IP address such as the list of mail servers that accept the email.

· The designers and the engineers try to access the clients network (Steel Tec) by the DNS proxy provided by the client's network.

· Myertor can access the various workstations present at the client network with the help of the web address.

· The DNS evaluates the given domain name by querying the root servers and finding the server authentication for the next level.

· The information of the various domain names and their corresponding IP address are stored in the memory of name server as Resource Records (RR).
3.2 Strengths
DNS provides the users to easily access the server present on the network. There are several advantages using the DNS they are
· The security of the DNS infrastructure can be enhanced by configuring the DNS to allow dynamic security updates.

· The Host table Management is being eliminated with the help of DNS.

· The DNS supports the wild card domain names and it specifies the rule for generating the resource records by substituting the label with the matching query name within a single DNS.

· The Intranet administration costs can be reduced in the given network if the DNS is used effectively.
3.3 Weakness
DNS provides the simple interaction for the users to connect different computers without the need for the system IP address. There are several security risks that happen with the DNS they are
· The main vulnerability attack of the DNS is the DNS Cache Poisoning where DNS server may return an incorrect IP address and divert all the traffic to the wrong IP address.

· The DNS is not used to control the routing.

· DNS query doesn't carry any information about the client that activated the name resolution.

· There is no encryption provided for the requests made by the client. Even if there is an encryption provided there is strong possibility that the DNS server can be attacked by the virus which may lead to the malicious IP address.

· The physical failure of the hard drive cannot be detected by the DNS server very easily and the server eventually connects to a black hole.
4. SMTP (Simple Mail Transfer Protocol)
It operates at the Application Layer of the Internet Protocol Suite. This protocol is responsible for sending mails between the internal and the external hosts
4.1 Implementation and Evaluation for the Given Network
SMTP is used in the network for the purpose of mail transfer. There are several different types of mails used in the given network the general mail between the corporate email and the intranet ranging from 10-40kb and with the occasional emails holding 20 MB of drawing files from the external clients. The email transfer is being performed in the network as
· SMTP is used to handle the emails sent between the client and the designer or the external network.

· The mails obtained from the myertor reach the client workstations passing through the firewall F1 and the switch present in between the firewall F1 and F2 separates the voice and the data services. The data travels through the firewall f2 and reaches the internal network. The Data Switch is used to handle the data and the destination client workstation which receive the email.

· The connection between the Myertor and the client network is a 1 Mbps SDSL line and the connection between the data switch and the External Border router is 12 Gb/s so it can handle transfer of the occasional 20Mb drawing mail sent from the external clients.

· End-End security is being provided with the SMTP protocol i.e. the email is provided with the electronic signature (for integrity of email) and electronic envelope (for privacy of email).

· The SMTP server accepts the mails and checks whether it is for the local delivery and if the message is for the local user then it tries to deliver the message to the inbox of the local user.

· From the above diagram we can see that the users can access the mails stored from the mail server and there are two protocols that are used for users mailbox on mail server they are Post Office Protocol Version 3(POP3) and Internet Message Access Protocol Version 4 (IMAP4).

· In POP3 users download the mail from mail server and terminate the TCP connection. In IMAP4 protocol the mailboxes are synchronized with the user and the server. The generic server can be used as the mail server and can handle the mails sent between the internal users and the external clients.
4.2 Strengths
There are several advantages in using SMTP as a mail server for sending and receiving mails between the internal designers and the external clients they are
· It is the simple and most popular protocol used for transferring mails between the internal and the external clients.

· Once the user sends the mail to the SMTP mail server and even if some failure occurs the SMTP server will try to send the message to the respective recipient constantly until the message has been delivered to the recipient.

· SMTP protocol is supported by many different platforms and by many vendors.

· SMTP has low administration and implementation costs and has a simple addressing scheme.

· SMTP AUTH is being used to restrict few users from sending mails to others. The SMTP server can be used to authenticate other SMTP servers.
4.3 Weakness
Despite the use that the SMTP provide for sending emails within the corporate network to the client there are certain disadvantages associated with SMTP they are
· SMTP is very simple and its usefulness is very limited.

· The binary files and the executable cannot be transmitted directly with the help of SMTP they should be converted into text through several nonstandard programs

· SMTP protocol cannot handle non- text data in X.400 messages

· SMTP can hold the messages that are not delivered to the client (recipients) in the given network only for the stipulated amount of time that is specified by the administrator.

· SMTP doesn't allow the National Language Characters (8-bit) in the message.
5. IMAP
There are various types of mails that are present in the given network some are relatively small ranging 10-40 kb and there are occasional drawing mails which are 20 MB in size. The mails which are stored in the server can be retrieved with the help of the Internet Message Access Protocol (IMAP). IMAP operates at the application layer of the Internet Protocol.
5.1 Implementation and evaluation for given network
This protocol is used to access the e-mails from the server which are delivered to the project office. IMAP is being used in the given network as
· The emails messages are present on the client until the user deletes the files explicitly. This protocol supports both on-line and off-line modes of operation.

· In the network the generic server can be used as e-mail server and it supports 2 TB of storage. The designers using the workstations can access the mail server by passing through the data switch and the firewall F2. The connection present in between the data switch and the firewall F2 is gigabit Ethernet capable.

· Myertor can access the e-mail server by passing through the external border router and the Firewall F1 which is an SDSL line and it operates at 1 Mbps.

· The current version of the IMAP used is IMAP version 4 revision 1. This version is compatible with all the older versions of IMAP. Encrypted login mechanism is supported by this IMAP.

· This protocol serves the well-known port 143/TC. If the other application request for the contents of the mailbox then the first application will have to change its mailbox from read and write to read only. The first application will be immediately notified that the mail box is now open for reading only. This process will eradicate collision.

· The various states of IMAP version 4 protocol are shown below

· Once the connection with the server the client moves to the unauthenticated state the client can be authenticated or terminated with the help of LOGOUT command.

· In the authenticated state the client works with the mailboxes as with the files. The SELECT command can enable the client to open a particular mailbox in which the clients can work with the individual items in the open mailbox.
5.2 Strengths
This protocol enables the user to access the mails from the server very easily. There are various advantages in considering the IMAP they are
· The clients can connect to the e-mail server very easily and the client is active until the user interface is active and the designers can download the mail contents on the demand. The large drawing messages ranging 20MB can be accessed in a fast way with quick response time.

· This protocol allow various designers to connect to the mailbox simultaneously and the changes made to the mailbox be different clients can be detected by various mechanisms.

· The mails in this protocol are transmitted in MIME format. This allows the designers to the email messages as individual parts. This mechanism allows the designers to retrieve the text portion of the client without accessing the attached files present in the email messages.

· This protocol can be used to provide more than one mailbox on the server and the designers can also perform the server side searches easily.
5.3 Weakness
IMAP has various advantages when compared to POP but there are several complexities present on the mainly on the server side they are
· The designers can search for a particular mail with the help of search option and if the mailbox present on the server is very large then the designers consume large amounts of time to retrieve the email messages.

· The arrival of the new emails can be notified to the designer by maintaining the TCP/IP connection with the server. The complexity of the IMAP protocol at the client side is used to notify about the mail arrival and this increases the complexity at the server side.

· The email content is transmitted by the IMAP client twice the email is transmitted to the SMTP for delivery and it is also transmitted for the second time to IMAP to store in the sent folder.
6. VOIP
VoIP as a new technology has many different opportunities and security risks. The network complexity increases with the VoIP and there will various security considerations which are to be mitigated for the secure transmission of voice and data.

In the given network the digital PABX (Private Automatic Branch Exchange) is used to handle all the VoIP services and the PABX is also responsible for converting the analogy voice signal into digital voice signal and vice versa. The voice switch is responsible for handling the different voice signals to be transmitted to the work stations phone at the client side. The phone at the work stations that handle VoIP are connected to the Voice Switch with the help of standard twisted - pair Ethernet. The Voice Switch is capable of providing power to the various VoIP devices with the help of the Power over Ethernet (PoE) standard
6.1 Implementation and Evaluation for Given Network
The VoIP service is provided for voice services to and from the project network. This service is implemented in the network as
· The voice services are transferred from the External Border Router to the Digital PABX and the Voice Switch is capable of providing Power over Ethernet (PoE) Standard.

· The VoIP services from the various external hosts are handled by the Voice switch and Digital PABX for example the data is transferred from the Myertor to the client. The data travels from the external border router through the firewall F1 it reaches the switch and it separated the Voice and Data. The Digital PABX is responsible for converting the digital signal into analog signal. The streaming rate of the VoIP is 4.5 kb/s.

· The network shown below is an integration of both the VoIP and data network

· Apart from providing the voice services the VoIP is also used to handle the Digital Fax machine. There are two types of Fax transmission they are

· Uncompressed Faxing over G.711

· Compressed Faxing with T.38

· The default VoIP calls are invited with only voice codecs. The compression (T.38) is handled as the destination SIP device re-INVITES to T.38 after the call is established as a normal voice call. The re-INVITE message contains only T.38 in the SDP offering to ensure the call is established as T.38
6.2 Strengths
The VoIP can be used to reduce the communication costs and there are several advantages for implementing the VoIP between the Myertor and the client network they are
· The phone calls between Myertor and the client SteelTec can be handled with the existing network reducing the need for the separate data and voice calls.

· There are certain features that are offered free of charge for open VoIP when compared with the traditional telecommunication such as call forwading, conference calling etc. these services are handled by the Digital PABX in the network.

· The call costs are very less for the VoIP when compared to the traditional telecommunications since in the VoIP the call costs are billed based on amount of data transferred when compared with the traditional telephones where billing is performed per second for a call.

· VoIP has the ability to transfer various telephone calls over the network at a same time by efficiently using the bandwidth without the need of any extra telephone line.

· It is very difficult to secure calls in case of traditional telephone communication whereas the VoIP can use several standard protocols such as SRTP in order to encrypt and authenticate the existing data stream
6.3 Weakness
VoIP is used to reduce the costs but it is also susceptible to attacks as any other internet connected devices. There are several types of security risks associated with the VoIP such as
· The technology used for connecting the VoIP is the circuit switched technology such as the internet which has no constant dedicated connection being maintained but, in the case of the traditional telephone networks the circuit switched technology is being used and it maintains a dedicated circuit between the caller and the receiver and this circuit cannot be used by others.

· The voice and the data in the VoIP travel in packets over the IP network by a limited capacity so the system is prone to congestion. In the case of the PSTN the data to be handled is fixed and the data beyond the limit cannot be handled where as in the case of VoIP it tries to accept large amount of data and hence it is prone to DOS attack.

· In VoIP the data is not travelled in a single route and at the destination end the IP packets are to be reordered this may delay the process and the audio stream may not be consistent this type of delay is called as Jitter

· The VoIP cannot handle the emergency calls since some IP address are dynamically assigned by the ISP. The ISP may not specifically know the physical address of the ISP
7. HTTP (Hyper Text Transfer Protocol)
This protocol is used in the given network for accessing the web pages. The Internal Border Router present in between the Firewall F3 and the SteelTec Network is used to provide the HTTP access to the single WebDAV (Web based Distributed Authoring and Versioning) server frege.steeltec.co.uk.
7.1 Implementation and Evaluation for Given network
In the given network the various designers and engineers can access the webpage as
· The clients present at the various workstations try to access the webpages of the client SteelTec by passing through the Data Switch and the Firewall F3.

· The Internal border router provides the access to the single WebDAV server. The DAV server is responsible for reading or writing the contents of the webpage present on the server by the client.

· The user access the webpage present on the SteelTec client and the user can access and also edit the webpage present on the server.

· The CMS (Content Message system) is used by the server which can be used to give various privileges to different typed of user who use the server i.e. the user can only access the webpage but he cannot edit the webpages. The administrator can access and also edit the webpages present on the server.

· The CMS system can also be used to reduce the duplication of data present in the server.

· The internal border router is also used to provide the proxy for the HTTP client.

· A webpage is requested by the client by GET method and the data is sent to server by POST method. These methods are very useful especially in case of forms. The files can be uploaded with the help of PUT method.

· The connection between the server and the client for accessing the web page should be Persistent and pipelined. Both can offer significant improvement in the HTTP performance especially for the complex webpages. The response time of the server for the webpages containing large objects is shown below
7.2 Strengths
The HTTP server can be used to provide various advantages for the clients to access the webpages they are
· The users can access the webpage easily and based on the user privileges the user can update the content of the webpage or upload a file on the HTTP server.

· The internal border router is provided by the Firewall F3 and it can handle the security of authentication this benefits the clients to completely ignore who has logged in and concentrate on request handling.

· The session states can be created and maintained by HTTP without any connection overhead and network overhead. This protocol can also be used in all cross platforms.
7.3 Weakness
There are different security threats associated with the clients accessing the webpages through the internal border router they are
· The authentication credentials such as username, password can be read by the attacker very easily even when the authentication is base64 encoded and they can also use themselves an identical header.

· Encryption is not supported in a simple HTTP and all the requests and responses between the requesting server and API server can be read by the potential attacker easily.

· The HTTP origins should be carefully accessed by the users and the access should be restricted to the server by deploying various user privileges by the administrator.

· The HTTP requests heavily depend on the DNS and thus there is a possibility of DNS spoofing i.e. the disassociation of IP address and the DNS names.

· The proxies are usually attacked by Denial of Service (DOS) attack and the research still continues to mitigate this attack.
8. Conclusion
The various services provided in the network are to be utilized efficiently. The various security flaws present in the network for different services should be mitigated for the effective transfer of data between the project office and the client. The Generic Server which can hold large amounts of data should be utilized effectively for the various data transfers to be performed.
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